System and Method For Detection of Intrusion Attacks 
on Packets Transmitted on a Network 

Abstract of the Disclosure 

An intrusion detection system detects and takes appropriate action against intrusion 
attacks on packets transmitted on a network. Various conditions for the intrusion attacks are 
described in the form of a rule tree. The intrusion detection system employs a pipelined structure 
including a plurality of modules, and parts of the rule tree are assigned to the modules. The 
modules determine in a pipelined manner whether the conditions of an intrusion attack are 
satisfied. If an intrusion attack on the packet is detected, the intrusion detection system takes 
appropriate action against the determined intrusion attack. 
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